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What is Cyber Security?

* Protection of computer systems, networks and
software from unwarranted access by a third party
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Cyber Attack from Wi-Fi Access
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Social Engineering

A demonstration at Dev Con in Las Vegas (an annual hackers
conference) showed that it took 2 minutes to gain access to a

mobile phone account by a simple call to the customer service
centre, using techniques of social engineering

Social Engineering

* Includes extensive research information (legal and illicit) about an enterprise, which is
gathered and used to exploit people.

.
+ Successful social engineering results in partial or complete circumvention of an enterprise’s ,: OC ' AL
security systems. The best firewall is useless if the person behind it gives away either the
access codes or the information it is installed to protect.

+ Social engineering principally involves the manipulation of people rather than technology to

breach security. The clever aniPU‘OTJiCn

of the natural human
i tendency to trust.
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Removable Media
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Distributed Denial of Service

* To prevent legitimate users from accessing the
system or network services
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Cases of Cyber Attack on Railway
Network

S news| : ; :
. ﬁ - Cyber attack hits Danish rail network

Hackers access accounts of 1,000
Great Western Railway customers

File photo: Henning Bagger/Ritzau Scanpix

Danish state rail operator DSB was the victim of an unprecedented DDoS cyber
confirmed on Monday.
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Cyber Security Framework
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CBTC System Design with Cyber
Security Principles

CBTC are now connected to many other
railway systems such as PIDS, CCTV, and
radio — potential cyber entry point

Similarity to system safety approach
Risk based and structured
Common standard within industry?



Management and Operations

Security management process

Accurate and Administrative,
thorough assess- physical, and
ment and identi-

technical security
measures to reduce
risks and vulnerabili-
ties to these risks
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Analyse

and
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Control
and

Evaluate
treatment

Verifying and auditing

log files and access Appropriate sanc-
records for security tions and repercus-
incidents and the sions for those that
implementation of violate policies and
procedures to ensure procedures

proper access
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