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_ Could this have happened
i to the railway?

| il Trisis nation-state authored malware leaked onto
linternet

0000000

Schneider Electric accidentally puts malware online that could shut down power plants.
Nation state authored malware has been mistakenly put online that could enable hackers
to compromise safety systems at power plants.
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Governments are taking notice.

. Manage Security Risk

. Protect the System

National Critical . Detect Incidents

NOn-COmpIiance: Infrastructure
Up to €20 million fine industry Good

PraCticy . Minimise Impact
Procurement Delivery Operation
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Cyber Security Risk Methodology
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User Authentication

« Unique user accounts with role-based privileges

« Multifactor authentication (remote users only)
* Multifactor authentication

Device Authentication

« Shared credentials for authenticating devices to the system

« Unigque keypair for authentication
|+ Unique keypair for authentication
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How do we procure a
cyber secure signalling system?

INTERNATIONAL
STANDARD
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Defining Baseline Security Requirements
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Cooperative Risk Assessment
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Proactively engage the supply chain and
invite a full breadth of stakeholders to the
Initial system-of-systems SRA.

This will ensure:

« Better security requirements are in
place at tender stage.

« Suppliers have better direction on
where they should steer their
product and solution security
roadmaps.



Cooperative Risk Assessment
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Commercial concerns quickly flare
up when multiple vendors are
placed together in a workshop to
reveal potential vulnerabilities and
weaknesses of key products and

solutions.
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Objective B: Protect the System

How do we patch a
cyber secure signalling system?

Operators, suppliers and vendors
need clear agreements around

 Ongoing vulnerability testing;

Patch development;

Patch testing;

Patch deployment.
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Objective C: Detect Incidents
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Objective D: Minimise the Impact
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See you at dinner!

Developing Cyber Resilience Together:
Industry Cooperation for a More Secure Railway




