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150 urban transit lines are
operating in 39 cities by 2018.

The total Metro length is
3031 KM long and by 2020,
another 3000 KM transit will be
built.

Urban Transit Development In China
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® 39 cities have their

own metro

® More than 30

cities are building
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The CBTC Projects covered 24 Metro Lines, approximately 500 miles in 13 major cities

(now 13 Metro Lines already in service)

Beijing Yizhuang Line
Beijing Changping Line
Beijing Line 14
Beijing Line 7 & Phase II
Beijing Line 16
Beijing Yanfang Line

. —‘Umg New Alrport Lmﬂ

Dalian Line 3

Urumgqi Line 1 Dalian Line 202

Tianjin Line 6

Chengdu Line 3 T

3 Shijiazhuang
Chengduline5 &

Line 3

Qingdao
Line 13

Chongging Line 3

Chonggqing Circle line Changsha Line 1

Guiyang Line 1

Shenzhen Line 7
Shenzhen BYD Cloud line
Nanning Line4  ghenzhen Line 10

. (D
In operation '/
Vietham

Under construction © Haidong-Catlin Line



o Historical overview of AUGT system

- development of ATO, prototypes

= 70s:
- implementation of ATOs
- Small-sized UTO systems
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- fully UTO « metros » e ——
i : k

= 90s

- deployment of « proven » UTO
metros of higher capacity

= 2000s

- continuity : Rennes,
Copenhagen, Torino

- upgrading of conventional lines
into UTO

= 2010s

- AUGT system has been applied
for mass transit system, like Paris
Line 1, Shanghai Line 10, etc.
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Background

Background _ . .
Development opportunity of fully automatic operation
Methodology . The fully automatic operation technique is
-\( | “"53:‘* developed in due course in order to solve the
existing problems, and nowadays, our country
. . M
Application RELEN \ has developed multiple urban planning
K_ “x\- applications. Yanfang Line is the first fully
. . automatic operation system developed by our
Discussion "’\@ country independently
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Background

Compared with the existing rail transit system, the fully automatic operation is
significantly improved in aspects of passenger transport, maintenance, repair and
driving control, therefore, high availability, high reliability and high safety are
achieved.

Dedicated service posts
are set for helping the
passengers in all aspects

The burden of drivers
can be relieved due to
the fully automatic
operation

The system faults can be
positioned automatically §
to achieve preventative
maintenance

Human caused errors can

be reduced, and real-

® time accurate monitoring
can be achieved




Background

Background

The biggest problem has been found in the phase of integration
Methodology testing is the mismatching between newly defined functions for
driverless operation and traditional CBTC system, especially in
abnormal or rarely used emergency scenarios. To solve this problem,
ordinary operational scenarios are analyzed with a new systematic
safety analysis method, like STPA.
Discussion STPA outputs-causal scenarios can be used to capture safety
requirements and help system designers to deep understand safety
requirements. Abnormal operational scenarios can be also identified
from causal scenarios, which can be used to improve emergency

response ability by system design and is meaningful for the safe
operation of Yanfang Line.

Application

Conclusion




Background

SR groune Operational Requirements Analysis

«Complex GOA 4 Scenario Safety Requirements
Methodology *Scenarios, Functions and Architecture Analysis
Application Operational Safety Analyzing
Objective -System Control Structure
Discussion *Hazard and Causal Scenario Analysis
*Recover from Abnormal Situation
Conclusion Cyber — Security Coutermeasures

«Cyber Attack Scenario Identification
«Anomaly Detection Scheme based on Communication Data
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Safety-II
-
Safety-I >
Age human factors Age of safety management
Domino
T T T 1 1 T T T T
1930 1940 1950 1960 1970 1980 1990 2000 2010 2020

A Simple linear models @® Complex linear models & Systemic models

Traditional approaches are designed for electrical and mechanical systems. It’s hard to
deal with highly complex systems with complex structure and interactions, such as fully
automatic operation CBTC systems. Therefore, a newly safety analysis method is badly

needed to identify the causes of dysfunctional system interactions and abnormal
operation sceneries




Methodology STPA

Background STPA
(System-Theoretic Process Analysis)
Methodology "« |dentify accidents
and hazards J' 4
Application T * Draw the control [ controller
Analysis structure comtral L
Discussion e Step 1: Identify e
unsafe control ‘ Controlled
- _pracess
Conclusion actions ¢ T‘
STAMP Model e Step 2: Identify

- causal factors and
create scenarios

Can capture requirements flaws, software errors, human errors




Agent-based modeling
and mental simulation

Methodology

Background e ™~
,/_Human operator age nt\\\ f/f_Human operator agent\
Methodology Model /Mc-de Model Model
construct cﬂnstruct construct @
N
Application I
/Technlcal system agent . /  Technical system agent\
Discussion Model /Mﬂ-de\ Model M-ﬂdE
construct " "\ gonstnuct) | | | gonstmuct " gonstruct
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Conclusion - I /

Environment |
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Application

Background

Conclusion

Station interlocking machine On-board controller



Safety management practice

System Lifecycle

Discrete safety
assurance activities

PHA

SHA Residual Risk Analysis

IHA Safety Validation
SIL Allocation SRAC handover

Continuous safety

assurance activities : .
Fail-safe Design
FMECA
Quantitative Analysis Fail-safe testing
Change Hazard Analysis
RAM Analysis
Hazard Log maintenance
Verification
C———— Safety validation
e Internal safety audit
Internal safety assessment




Engineering

Requirements of the life cycle test process
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Grades of automation ( IEC62267/62290 )

Type of train Setting train in motion Stopping train Door closure Operation in event of
operation Disruption

GoA 1 \%/ ATP
with driver

GoA 2 ATP and ATO with driver ALLIENE SR

Grade of Automation

GoA3 Driverless Automatic Automatic
GoA 4 Driverless, Automatic Automatic Automatic Automatic
\- unattended
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Application

Requirements

Scenarios
Modes

Functions

Architecture

Requirements according to UGTMS

COMMAND, CONTROL &
MANAGEMENT

- Central HMI

- Local HMI

- Trackside equipment (e.g. points,
signals, track circuits, axle counters,
wayside speed supervising device,
neighbouring OCC, trip stop, level
Crossings)

- Existing interlocking

- Operation planning

INFO SYSTEMS
COMMUNICATIONS
- Voice communication (e.g. staff,
passengers communication)

\

STATION

- Auxiliaries (e.g. elevators /
escalators)

- Fire: detection/protection

- Platforms/track intrusion detection
(e.g. passenger on frack)

- Platform Screen Doors andfor
End Doors

- Others equipment interfaces (e.g.
emergency handle, emergency
call device, gap detection/closing
devices, dispatching keyi/train
ready to start)

- CCTV surveillance

- Wayside passenger information

- Voice communication

)

UGTMS

- Operation contral
equipment

- Wayside eguipment
(includes spot
transmission
wayside/train)

- Onhoard equipment
{includes location,
speed and time
measurement)

- Data communication
system (includes
wayside,
wayside/train and
train data
communication)

L

TRAIN

- Doars, propulsion, brakes, train length
device (e.g. couplers)

- Train operator HMI

- Obstacle, derailment, fire/smoke
detection devices

- Gap defection, gap closing devices

- Emergency stopidoor release
handle/alam button

- Others equipment interfaces (e.qg.
lighting, HVAC, hattery)

- Train diagnostic (for maintenance)

- Train status (for fitness for operation)

- Fare collection (location information)

- CCTV sunveillance

- Onboard passenger information

- Voice communication

[y

Y

INFRASTRUCTURE
- Track (e.g. broken rail detection)
- Tunnel ventilation (e.g. fire and smoke
detection)
- Intrusion detection system
- Others equipment interfaces (e.g. flood
gates)

TRACTION POWER
- Traction power control
- Substation high voltage circuit
breaker

MAINTENANCE
- Maintenance system

21




Beijing Yanfang Line - Normal Operation Scenario Aspect

Switching Between

FAMand CAM

un NS

Remaote manitoring of Releasing Operation
train borne equipment emergency at CAM
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Remote Failure Rain and Dther train or
derailment broadcaston emergency reset snow remote signal

@™ 4

- ) ~ Obstacle/ Remote
Emergency Emergency Train fire  Station fire

handle calling detection train

Pose the scenarios and operating
rules as the main line
There are 41 scenarios

Normal Scenarios: 18

Fault or Abnormal Scenarios: 23
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Ap pl |Cat|0 n Functional Interaction from Operation View

!

Traffic operator

Background

Maintenance staff

Anticipate
Exploitation
day

Driver

Methodology

Breakdown
Analysis

Inform
differents
actors

Transmit

Application Regulation and apply

orders

Traffic operator

Discussion
Ensure E
safety of reure
train people
Conclusion movement ey

Drive the
Train




Application

Physical Architecture

Bac kg roun d Station based
Equipment Control
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Train Operational Scenarios
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ST PA System theoretic process analysis — A hazard identification technique based on STAMP

« Accidents occur when interactions violate safety constrains. Tdentity accidents and hazards
« Goalis to control the behavior of the components and systems PR ARG faR

as a whole to ensure safety constraints are enforced in the

operating system.

Draw the control structure

——System-Theoretic Accident Model and Process (STAMP I A

Prof. Nancy Leveson

Identity unsafe control actions
B HHAANZ 2 HIAT N
How do we find

STPA g |
Hazard Analvsis < [nadequate contro Identity causal factors and
y in a design? cr?g'?e scenarios
HEHNEL R 3 5

AV 4

Accidents are
Define safety requirements
STAMP Model < caused by B 2 A T o

inadequate control
. STPA

Iteration

ESAV



Al. Train and train collision

A2. Trains collide with obstacles within the track clearance (including
passengers or operations staff)
A3. Train derailment

A4. Passenger injuries related to doors

H1. Train speeding [Al, A2, A3]
H2. Abnormal opening or closing the door [A4]




Government Authority

A
Legislation Operation Report
A 4
Subway Operation company
Regulation 1 Statusreport Regulation | % status report
Training v Accident report Training Accident
TIAS Manage the re-close status report
> B Emergency management report
Audible and Stop time Astatus The door abnormal Status report
visual alarm Remote open and close door y report Door Button v v
status, status,
Passenger VOBC B Cl P “| Attendant
. status 7Yy PSD 7y Close 7y 7y
Evacuation status doors with
Guide Tracti Open Door platform
raction | door| | Status Close PSD button
I Train / v : door status
| location | PSD
| Door Controller | Open PSD
I v Speed I Controller Isolation PSD
| : “ | cl *rsD
| Train 0 ! ose
| pen Door
| door Status | . door v [status v
v | v | Isolation PSD
|_Open the door manually | TrainDoor PSD status
Passenger <« ~ Door !
o Door status i

Door status




TSR

TIAS

v

ZC

Process Model
Train safety Location
e  Ranging error
e  Train speed
. Degenerative

distance
. Location reporting

life cycle
MA (Movement
Authorization)
. obstacle ahead
Static: Switch, the end of
the Block, etc.
Dynamic: Train ahead
e  Trains operation

Process Model
TSR (Temporary speed

restriction)
. Set
° Not Set

° Unknown

direction
TSR
. Set
. Not Set

. Unknown

TSR
MA

——»

VOBC

Process Model
Speed limit
e  Speed track section
e  Temporary speed

restriction

. Mobile Authorization
e  Train Operation mode
e  Safe Brake model
Train Safety Location

- arkin
Station \f,indovg
assisted | greq

positioning
device

VOBC

Train Door Ope
Train Door Clos

VOBC and

D

Process Model
Train Door Open
e  Zero Speed
e  Parked in the parking window
e  Parking brake has been
implemented
e  Remote / local open command
Train Door Close
e  Parking time isover
e  Station stop button and SPKS

not pressed
e  Trainis not detained
Door Status
e  Open
° Close

. Unknown/Fault

Train speed
Train location
Door status
—

VOBC and

Train
interface

Train

Open door
Close door

Train door controller

v

I'Raln

Traction
qu em

Traction
Brake

<—
DCS(Data
Communication
System
A
Trackside
Location i
| as_S|_ste_d
positioning
— device
Speed
Speed
Sensor

»  Train

Train

Process Model

Door Status
e  Open
° Close

° Unknown/Fault
Train Door Open
° Allowed

. Not Allowed
Train Door Close
° Allowed

. Not Allowed

interface
7y

internal
interface

Train and

Door




Hazard Control Not Providing Providing
Action Caused Hazard Causes Hazard
Ucal: When
H1. there is an obstacle
Train in the station track
speed TIAS Remote gauge, not make the
control  brake (Train train parking
braking) outside the station /
Uca2: When
there is something
H2. wrong with the PSD
Keyless VOBC (Platform Safety
Entry Isolation door Door), not isolate
(The door

the corresponding
does not open) door. /

Stopped Too
Soon or Applied
Too Long

Wrong
Timing/Order
Causes Hazard




Scenario based process model for UCA1

When there is an obstacle in the station track gauge, not make the train parking outside the station

obstacle in the
track clearance of

station
| _ _ __ _ __ _ _ I _ __
| T lAS TIAS central dispatcher
] Emergen | variable:
TIAS center workbench g{:t?;zke There is an obstacle in the track
ibi f I
Prohibit TIAS Center remote Braking Module clearance of station |
train into variable: control:
station | | Center dispatcher operations TIAS remote brake with workbench
control: _ constraint:
ZC CR:rr:;(t):;izrta:kmg command When there is an obstacle in the track |
variable: collect dispatcher input commands cl_earance of station, TIAS central _ ;
TIAS prohibit train into | and sent to VOBC to implement dispatcher conduct remote brake with
station command | — — — - o workbench
control:
MA retreat outside the
platform
constraint:
When receive remote brake
commands, retreat MA
outside the platform
retreat MA outside the platform
DCSs(Data communication system)
'vVOBC !
I
I -
Vehicle ATP Vehicle ATO
variable: m Variable:
MA Location Brake command
- - —————————
control: Control: I
| | Braking command Conduct brake
constraint: Constraint:
When the MA retreat outside the station, When receive brake command,
generate brake command conduct the command !
l Speed
Traction system sensor 31
Train T
variable:

Speed




Causal Factor for UCA1

When there is an obstacle in the station track gauge, not make the train parking outside the station

TIAS center workbench e TIAS central dispatcher

I

|

|

i

| [4-MMI display error e 1. Not found the obstacle in the
: TIAS center remote brake clearance of station
|

I

I

|

|

|

I

|

|

module . e 2. dispatcher operation error or
5. Requirement is not clearly too late
specified, or did not inform the e 3 .operators believe that the
designer . ] A
6.software requirement operation has been completed, in
implementation error fact not

y

ZC

e 7.MA calculated by ZC
over the train station
boundary

e 8.Trains receive the error
MA information in the
ZC control area

9.DCS communication interrupt

VvVOBC !

Vehicle ATP i

e 10 .Train action violates the MA, the Vehicle ATO !

vehicle ATP do not generate " 13. Vehicle ATO self-test failed !
e—— 14. Speed

train enter operation, the train

e 11. train slip away * brake fault

e 12.\VOBC using the wrong database,
resulting in calculating error MA for
train

measuring
error too
large

I
)
|
|
I
|
|
|
|
] emergency brake command
|
|
I
|
|
|
I
|
|

Speed sensor

Traction system

: i
| \-I/_z;::li?ble: 32

Speed




Hazard

H1. Over
speed when
the train
pulled into
station

Unsafety control
action

Ucal: When there
are obstructions in the
station track clearance,

TIAS center
dispatcher don’t via
remote command to
make the train stop
outside the station.

Causal

factor Causal factor
number
Not found
H1- obstructions

Ucal-CF1 | within the station
track clearance

Safety constraint
number

H1-Ucal-SC1

H1-Ucal-SC2

H1-Ucal-SC3

Safety constraint/requirement/mitigation comment

Developed for track clearance inspection
requirements, including inspection time check
period and inspection processes, etc.

Design and installation of wayside obstacle
detection devices, such as additional CCTV
platform to the station and close to the range of
track gauge to monitor

Design and installation of automotive obstacle
detection device: when the device come into
contact with an obstacle, it can detect the
obstacle in front of the train, if the obstacle is
detected, the train should implement the
emergency brake.




The basic steps of the causal scenario search method

Stepl:
Determine the
hierarchical
control
structure

Step2:ldentify
the failure
modes of

each module
in the control
loop, and
couple these
failure modes
to form a Pre-
causal
scenario
library

Step3:
Eliminate the
causal
scenarios that
including
some
conflicting
failure modes

Step4.
Eliminate the
causal
scenarios that
do not cause
such hazard
sources after
combination

Step5:Elimina
te the causal
scenarios that
do not occur
In current
operational
scenario.




Determine the hierarchical control structure

Government departments
F
Policy Operation report
h 4
Metro operating company
Specification 4 status report
Training v Accident report
- TIAS <
L Emergency
command Emergency
emote State of report
Inform braking train . Emergency
v < Statt:| of train stop button /3
00r= <PKS button
Broadcast Driver VOBC > al < Platform
—> “Siate o » attendant
F 3 F
latform
Passengers Brive Open State of P State of
enter the ) ind door platform
orbit limit Train door train door door
Tracti speed h 4

I;‘;Ilzn and Train door
position controller
F

State of open State of

Open door train door platform

L2 A 4 h 4 Y dOOr
Passengers rain speed

. Train door Platform door
and position




Gated protection includes a speed measuring module, positioning module, VOBC
computing fusion speed module, VOBC computing safety position module, VOBC
Issuing open door software implementation module, VOBC issuing departure
command software implementation module, door state detection module, TCMS
processing door closing Command module, TCMS transmission information
module, etc. 22 kinds of fault modes can be found, and 4,194,304 kinds of pre-
causal scenarios can be obtained by using simple combination algorithm



Step3: Eliminate the causal scenarios that including some

conflicting failure modes

A software module can be used to reduce the pre-causal scenarios by
eliminating scenario combinations, by checking that a condition is incorrect and
that a condition cannot occur simultaneously.




It can be divided into two sub-steps:

1) Find the minimum coupling factor. Some modules have a single failure
mode that can be dangerous, so all cause scenarios that are coupled to it
can be eliminated. Similarly, the occurrence of two or more failure modes
can be dangerous, eliminating all cause scenarios for higher level coupling.

2) Set multiple variables for each UCA and failure mode. For example,
UCAS3: When the train moves, the door opens. Train status: moving or zero
speed stop; door status: open or closed or lost status. Emergency: Yes or
No, etc. This step is to establish a correspondence between the UCA and
the causal scenario.




First, safety protections should be extracted in the operational
scenario. For example, in the “stop in the station” scenario,
there is gate protection, and the “sleep” scenario does not
require gate protection. However, even if there are door
protection in different scenarios, the corresponding causal
scenarios are different, such as emergency evacuation
scenarios and normal inbound parking. The protection of the
door during the outbound process and the protection of the
doors at the platform need to be targeted to specific operations.
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1500000
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The analysis results of causal scenario search

method
4194304
3145728
79 128
Coupling Conflict screening  Hazard screening  Operation scenario

screening

140
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Comparison of new method with previous
method
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Departure at platform

Stop at station

B Causal scenario search method  ® STPA
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Discussion

STPA - In order to capture more abnormal scenarios in the process of train
movement, we present several factors to help engineers identify causal scenarios,
which are environmental factors, human factors and equipment factors.

In the process of shifting from manual driving to full automation, the degree of
automation of the train control system is increased, and more unknown risks are
introduced. This paper shows the treatment strategy and safety assurance
measures for the uncertainty of a FAO system, so as to improve safety of the rail
transit system.

An optimized causal scenarios search method based on the STPA method was
used to analyze the safety of a scenario of an FAO system. The analysis results
proved the feasibility and superiority of the optimized method in the fully
automatic system to give more guidance to analysts and reduce manual work
pressure. For each operational scenario, it can identify its specific causal scenario
and propose more targeted measures. In addition, the safety assurance process
also includes comprehensive testing, verification, and validation. These activities
are aimed at ensuring that FAO systems provide safer and more secure services
than existing CBTC systemes.
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Conclusion

e geune v'As the first FAO line with complete independent intellectual property

rights, Yanfang Line has been operating stably and efficiently for more
Methodology than one and half years since its opening. The data shows that the
average commitment rate of Yanfang Line is 99.998%, and the average
punctuality rate is 99.995%. Through the assessment of the Municipal

Application _ T _
Transportation Commission, the results of Yanfang Line are all
| | "excellent", which fully reflects the safe, efficient, stable and reliable
Discussion automatic operation system of Yanfang Line. We believe that through

the rigorous safety analysis, comprehensive safety management and
multi-phase verification proposed in this paper, the FAO system can

provide safer, more efficient and more energy-efficient solutions for
urban rail transit systems worldwide

The research presented in this paper has been supported by Beijing

ACKNOWLEDGEMENTS Natural Science Foundation ( L181006) , Beijjing Laboratory of
Urban Rail Transit and Beijing Higher Institution Engineering Research
Center of Urban Rail Transit CBTC System.




Conclusion

Backgrouna Start with a method
Methodology built on appropriate assumptions
and build a model to illuminate
Application .
solutions
Discussion

“Essentially all models are wrong,

but some are useful.”
GEP Box and NR Draper (1987)

Empirical Model Building and Response Surfaces,424.

Conclusion




Background

Methodology

Application

Discussion

Conclusion

Conclusion References

1.

IEC 62267-2009 Railway applications: automated urban guided transport(AUGT) :safety
requirements[S].IEC,2009.

Leveson N. Engineering a safer world: Systems thinking applied to safety[M]. Mit Press, 2011.
Leveson N G. A new accident model for engineering safer systems[J].Safety Sci,2004,42(4):237-
270.

Sybert H. Stroeve , Mariken H.C. Everdij Agent-based modelling and mental simulation for
resilience engineering in air transport[J].Safety Science 93 (2017) 29-49.

Fei-Yue Wang, Lingxi Li, Li Li. Steps toward Parallel Intelligence, IEEE/CAA JOURNAL OF
AUTOMATICA SINICA, VOL. 3, NO. 4, OCTOBER 2016.

Hollnagel, E. (2004). Barriers and accident prevention. Aldershot, UK: Ashgate.

Hollnagel, E. (2012). FRAM — The Functional Resonance Analysis Method. Farnham, UK: Ashgate.
Sybert H. Stroeve, Mariken H.C. Everdij. Agent-based modelling and mental simulation for «

resilience engineering in air transport, Safety Science 93 (2017) 29-49.



Thanks for your attention

Dr. Fei Yan
Email: fyan@bjtu.edu.cn




