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IP-Based Railway Interlocking



1. IP-based Railway Interlocking — Introduction “RseA_

SS Introduction

The “IP-based Railway Interlocking System Development and Commercialization”
project has been developing as a Korean model by applying technology based on
Internet Protocol (IP) to the communication method connected to each subsystem in
the railway signalling system.

RSRA has been participating in the project for commercialization of IP-based railway
interlocking system in collaboration with KNRA, an Infrastructure Manager (IM) of
Korea, and also in charge of interface standardization of signalling system based on
Internet Protocol (IP).



2. IP-based Railway Interlocking — Purpose /

é» Purpose of Research and Development

This task aims to 1) standardize interface between various signalling
systems on the basis of the interlocking system that directly controls
trains in different service environments as well as in diverse operating
environments of conventional, metropolitan and high speed railways,

verify its safety and reliability in a way that develops it into an IP-based
networked system 3) finally put it into an actual service.
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3. IP-based Railway Interlocking — Development Model ,

& Development Model of IP-based Interlocking, Abroad Technologies
and Industrial Trends

In Europe, a phased program for standardization and commercialization of interface between
signalling systems has been implemented around electronic interlocking system for about 20 years
and recently, the development of EULYNX Project, led mainly by railway operators, has been in
progress as an open source.

The standard interface specification of the IP-based interlocking system is based on Baseline3,
the version released in December 2018.

Collaboratively developed the electronic interlocking system

1999 agreed in Europe when ETCS (Levels 1, 2 and 3) started to be
EURO . )
Interlocking UIC virtually ap_phed _ .
2008 ® Reduced Life Cycle Cost, improved performance and optimized
suitability with ETCS
INESS ® Developed a collective and essential specification agreed and

verified for the next generation electronic interlocking of Europe
Aimed to enable a mutual operation by several countries,
enhance competitiveness and shorten the certification process

(Integrated
European
Signaling System)

2008 Signalling
~ Manufacturer o
2012.3

® To standardize and commercialize the IP-based signalling
system interface focusing on the IP-based railway interlocking
system Ongoing
Railway ® To aim at definition of common processes for technical cluster
operator and implementation of win-win strategies for all partners
® Baselinel documents released in July 2017
Baseline2 documents released in December 2017
® Baseline3 documents released in December 2018

EULYNX 2014
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4. IP-based Railway Interlocking — Configuration Of Sub-System ~ * ,

¢ KRLYNX System : Overview

KRLYNX network configuration is largely consisting of a closed network
and an open network, exchanges standardized information of standard
communication interface and standard diagnostic interface

& Scope of system

Subsystem Configuration

« Subsystem - Electronic Interlocking

e Subsystem - Light Signal

e Subsystem - Point

* Subsystem - Generic 10

e Subsystem - Train Detection System

« Subsystem - Maintenance and Data Management
« Subsystem - Traffic Control System



5. IP-based Railway Interlocking — System Configuration Diagram * ,

» System Configuration Diagram

Figure 1 shows the configuration diagram of the IP-based railway interlocking

system.

« The redundant network is consist of external ring and internal ring around
the electronic interlocking.

* Open Network : To interface with CTC, RBC, adjacent interlocking, level
crossing devices, etc.

* Closed Network : To interface with I/O module, light signal module, point
module, train detection module, etc.

Network(Ring)

Scope of
EULYNX System %l

7l
°

] ]

y

Figure 1: IP-based Railway Interlocking System 8




6. IP-based Railway Interlocking — Design & Features /Zisea—

» IP-based Railway Interlocking Design & Features

1. The IP-based railway interlocking has been implemented in a
distributed way that uses a local control device for
Interface with a trackside signalling devices, instead of a relay.

2. The local IP control unit controls local devices such as light signal,
point by directly connecting with the network using a redundant
optical communication.

3. It is also designed to control multiple stations at a distant interval by
extending the interlocking control distance up to 40 km.

4. All the systems are configured in a redundancy to increase
availability and each system control is comprised of CPU certified
with SIL 4.



7. IP-based Railway Interlocking — Interlocking Logic Unit ,

» Interlocking Logic Unit

1. The Interlocking logic unit controls and monitors local signaling devices through the

IP control unit.

In developing the IP-based railway interlocking system, the functions of existing

interlocking logic software, developed by various manufacturers, are to be
maintained, as the interlocking logic software is a black box.

The MPU (Main Processing Unit) of the interlocking logic unit is configured in a

redundant way, using CXP (HW) of ARTESYN with SIL 4 certification and VxWorks

(0S).

A

R R R -
. Comm. CPU CPU N
ey IEA
M Module M (Master) M (Checker)
]\

R R R
L Comm. CPU CPU
Comm. Stand by (ChECker)

St

Figure 2: Redundant Interlocking Logic Unit

Performance & Specification

CPU 64bit (16H)

RAM 1GB DDR3-800 SDRAM, ECC

Comm. GbE(Gigabit Ethernet) comm

Front Active/Standby lamp, Communication (Health)
display lamp, Power lamp

Power DC 12V

Others RS232 for maintenance, Ethernet port

Table 1: Major Specifications 10



8. IP-based Railway Interlocking — IP Control Unit (Object Controller) ,

» IP Control Unit (Object Controller)

1. The IP control unit which controls various
trackside signalling equipment

at trackside cubicle or from a
signalling room can control and monitor one or more signalling
devices using one IP address.

2. The IP control unit using COTS consists

of point, light signal, track circuit, generic I/O and was designed to
have interoperability only by exchanging an Internet cable.

3. Inthis study, IP control units for point and light signal, which are
main parts of the IP control unit, are described.



9. IP-based Railway Interlocking — IP Control Unit for Point _m,

» |IP Control Unit for Point

1.

The IP control unit for point integrates output
relay, current detection and feedback for output
Into one card.

. It is configured to control two redundant points.

. It checks all processing statuses with feedback

for each output.

. It is allowed to connect with an existing system

using a standard VME bus.

. The use of a watchdog exclusively for input/

output enables a fail-safe operation in case of
no input/output for a certain period of time.

WiAEBUSA
o ENA
) 113

B24V
—

g 150_GND
ey

{ VIME BUS B
EN_B

B24v
—

l_"ﬂGND

Figure 3: IP control unit for Point
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10. IP-based Railway Interlocking — IP Control Unit for Light Signal _m,

» IP Control Unit for Light Signal
1.

. It is to monitor status of the module and check

. It is to control light signal and provide status

. It is configured to enable maintenance and

EBUS A
A

The functions of light signal control, overcurrent
detection and watchdog are configured in a
redundant way for fail-safe operations.

B24V
—

ISO_GND
e -

[ VME BUS B
EN_B

B24V
«—

B
diyls &
D
l_1 1S0_GND

Its processing status for each output using a
feedback signal when executing control in the
module of light signal using the information
received from CPU module.

Information from CPU module using VME bus.

provide a user with status information using

LED on the front of the module of light signal. Figure 4: IP control unit for Light Signal
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1. Standard Interfaces — SCI/SDI/SMI

ol

(© Standard Interfaces SCI/SDI/SMI

» Interlocking system exchanges information
with main facilities such as CTC, RBC, adjacent ©Fscixx soixx, smi-xx” Layer
interlocking, trackside equipment

[SDI-XX, ___ SNMP Agent___

B

SNMP
1
| Manager ’ A
]

and maintenance equipment.

» A standard interface specification is divided

into three categories, SCI, SDI and SMI. SCI,

SDI and SMI are based on TCP-IP layered

. . . Data Li
structure. The following figure describes a H
communication layer in comparison with OSI 7 IS0 O8I Tlayer [ EULYNK SCXK]

I
3 SMI @ Structure of Management Information : I SHRIE ngent anz ]
Laye r- 3 MIB : Management Information Base L SNMP Trap Ans.

+ SCI (Standard Communication Interface) Figure 5: SCI/SDI/SMI Communication Layer

» SDI (Standard Diagnostic Interface)
« SMI (Standard Maintenance Interface)

15



2. Standard Interfaces — Protocol & Modelling Language

RSRA

(© SCI/SDI/SMI Applicable communication protocol according to the interface

P In the standardized interface
specification, a communication protocol and
a modelling language, which are used for
SCI, SDI and SMI interfaces, were
presented.

» RaSTA

that has been used in the European railway
was also applied to increase the safety of
communications.

ubp System Architecture OPC-UA SysML Light Signal
{User Datagram Protocol)  (IT-Security (OLE for Process Control  |SDi (OMG Systems Modeling | 2% 10
SCI-P -Unified Architecture) Language) - Ver 14 [Paint
SCI-LS oMG- DS
SCIHIO SNMP Object Management Group ILS
SCI-TDS (Simple Network sD MDM
SCI-REC Management Protocal) SCI-p
SCIHILS UML SCI-LS
SCI-LEU HTTPS sD1 (OMG Unified Modeling |SCI-I0
SCI-CC (Hypertext Transfer Protocol |SM Language) - Ver 25  |5CI-TDS
SCI-LX over Secure Sockets Layer) SCI-REC
SDI [EN 50128, EN 50129] (SCIHILS
M TFIP System Architecture [SCI-LXEE) SCI-LEU
(Trivial File Transfer Protocal)| S SCI-CC
RaSTA System Architecture SCILX
(Rail Safe Trarsport  [SCI-P NTP System Architecture
Application) SCI-LS (Network Time Protocol)  [SM
[EN 50159 : 2010] SCIHIO
SCI-TDS
SCI-REC
SCIHILS
SCI-LEU
SCI-CC
SCI-LX

Figure 6: Communication Protocol & Modelling Language
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3. Standard Interfaces — Telegram Structure

aiﬂikl'ﬂ
RSRA

( © SCI-XX Telegram Structure

The telegram structure has been unified for each interface of SCI, SDI and SMI. The following
figure shows an example of a standard message structure related to SCI-XX.
1. The maximum telegram length shall be 1023 bytes.

2. A telegram shall consist of the telegram header, followed by the telegram payload.

3. The telegram header shall have a length of 43 bytes (bytes 00 until 42). It shall consist of:
 Protocol Type (1 byte)

« Message Type (2 bytes)
« Sender Identifier (20 bytes)
» Receiver Identifier (20 bytes)

4. The telegram payload may be empty or consist of a sequence of payload parameters.

Telegram structure

Frame
Header

IP Header
Frame Data

Figure 7: SCI-XX Telegram Structure

Protocol Type Message Type Sender Identifier Receiver Identifier | Payload
1Byte 2Byte 20Byte 20Byte 2818yt
Source Destination
port No port No R
..... Length  Checksum e
UDP Header

17



4. Standard Interfaces — Interface with IP Control Unit for Point / ,

™ ol

» SCI-P Telegrams for the interface of point

A standard telegram for interface of each signalling device is defined
for each device. SCI-P telegrams for the interface of point control
information are descried in the following tables.

Bite-Nr | Bit 7 | Bit 6 | Bit 5 | Bit 4 | Bit 3 | Bit 2 | Bit 1 | Bit O Command control & Message report for points
00 Protocol Type: 0x40 (1 Byte binary)
01..02 | Message Type: 0x0001 (2 Bytes binary)
03..22 | Sender Identifier (20 Bytes ISO IEC 8859-1:1998) i — Command : ! y *
23..42 | Receiver Identifier (20 Bytes 1SO IEC 8859-1:1998) o M oosition ' QUTPUT 1
43 Commanded Point Position (1 Byte binary) : 0x0001 SCI-P | Point 1
: e Standard_ _ I
Table 2 Telegram for Command “Move Point” | 0x0008 mterface - om D — *
: Message : | QUTPUT 2
: Point position : Point 2
1 IP-Based report !
Bite-Nr | Bit 7 | Bit6 | Bit5 | Bit4 | Bit3 | Bit2 [ Bit1 [ Bit0 | |! Electronic l
00 Protocol Type: 0x40 (1 Byte binary) | Mmerocking . :
01..02 | Message Type: 0x000B (2 Bytes binary) [i'_'*
03..22 | Sender Identifier (20 Bytes ISO IEC 8859-1:1998) e | sore. L oUTOTE Point 3
23..42 | Receiver Identifier (20 Bytes ISO IEC 8859-1:1998) : - gti:';:ift'ic :
. . A 1 . |
43 Reported Point Position (1 Byte binary) i Subsystom: Interface i [’j *
Table 3 Telegram for Message “Point Position” | DataManagememt | oo bt

18



1 Interoperability Test and On-site Test



1. Interoperability Test and On-site Test — Interoperability Test ,

t) Interoperability Test

[m] To secure interoperability of the IP control unit, the interoperability test has been
performed with products from three manufacturers, after the condition for a testing
environment has been arranged in a lab. The server controlled in a way to be
connected with each IP control unit of three manufacturers. The operating test for the IP

control unit of light signal and point that was performed in a lab was successfully
finished.

MB

DC 24V ‘

Sub-Rack - Power i

' Supply ]

w — 1 Digtal | &
1 ' l Multi-Meter

(=]
[—-Xz]

PC _T

(Console)

Figure 8: Diagram & Pictures _ Interoperability Test

[m] Through the lab test for the IP control unit for signal and point to secure
Interoperability, a normal operation status has been confirmed.
20




2. Interoperability Test and On-site Test — Interoperability Test ,

bility Tests picture

Control Command to
IP Control Unit
(Object Controller)

Control Operation of
Wayside Equipment

Operator Control
Display for HMI

21



3. Interoperability Test and On-site Test — Test Location & Verification ,

‘) On-site Test & Verification

[m] This study has been performed for the purpose of verifying functions and safety of
the IP-based railway interlocking through the on-site test and commercializing this
system in both domestic and foreign markets.

[m] The on-site test has been implemented so far on the integrated railway test track in
O-song, which was opened in 2019. The on-site test is scheduled from January to
December 2019 and a regular inspection will be performed 10 times for 12 months.

Al o : Y ({‘):)uvr(m(n> Integrated Railway Test Track

0-song
- .q“ Lol

Vo =L .
. w A

Kyung-bu 71.? 243
High Speed Rail '\, 2 I

-

CEEDI .

. Electronic Interlocking
. Independent control function

) Az

Ho-nam
High Speed Rail

- -

U Lol L™y
Atiga

\HGE

4,
| AR DC:-A, ey #80 o

AHGEY

‘ TR TR .
e "g’_‘l \ “-'»‘.l‘uuh,l m‘,‘éﬂj'." ,.'u;‘b:l;,;w’
3 »:n _— . ™

& »

. Depot control room A .
. Separated control are oL o
| A6z
. Electronic Interlocking . KRTCS indoor facilities . ATS 5 aspect test . Test & Verification of LX
. Test & Verification . Cabling & installation . ABS test . ATC: Insulated TC test
. Operating Control Center . KRTCS test

Figure 9: Integrated Railway Test Track (O-song) 22




4. Interoperability Test and On-site Test — System Configuration

AeTANAC

o

’55@' SAHY
RSRA
e T 4

t) System configuration for On-site tests

[m] The network under test was installed according to its functions both in the

interlocking station and the non-interlocking station and the test was implemented

following a test procedure.

Lo
i RRE

1
Safety cQ_ntloI LAN

|

Safety WaySide LAu- Ring Netwoll(F? dundant)
4

T — w1 b

Point Machine

Point Machine

Figure 10: System Configuration of Interlocking and Non-Interlocking Stations
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5. Interoperability Test and On-site Test — Test Results Mhoka_

{ © Test Results

m] As described above, the test for the IP-based railway interlocking has been
performed in a way that a functional test for closed/open network interface, a functional
test for distributed control and a performance test for logging data of maintenance unit
and network equipment have regularly been checked.

=] In the early stage of the regular inspection, complementary actions were necessary
due to poor communication of network, faulty contact, etc. but later it came to function
normally.

Functions under Test & Verification Test Result

_ _ _ Interlocking . Interface test (Open network)

Interlocking Logic Unit _ o _ _ _ _ Normal

Station . Distributed control of interlocking logic unit
Maintenance & Data Interlocking . Integrated management of maintenance information \ |
orma

Management Unit Station . Data logging/NMS function
- i . Interface test (Closed network)

IP Control Unit NCHIEElOE Normal

ng Station |nteroperability test for IP control units

Table 4: Results of On-site Test 24
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Conclusion RSRA™

& Expected Effects of Interface Standardization of IP-based Railway
Interlocking System

The railway operators in Korea can benefit from interface standardization as follows:

Firstly, as the interface standardization between subsystems (including the IP control unit)
IS implemented, manufacturers do not have to make public their own technologies for
standardization.

Secondly, the system is configured with generic software (application of interoperability) and thus,
if a supplier goes bankrupt or fails to supply the system for some reason while its interlocking
system is applied, it can be replaced with another supplier seamlessly and immediately.
- As it enables a supplier to reduce its cost of production, interlocking system can also be
supplied at a reasonable price,
- An additional cost due to change in HW or SW can be minimized,
- As the purchasing process of interlocking system is simplified, a railway operator can
reduce purchasing costs (it is able to control multiple stations from one station).

Ultimately, interface standardization of the IP-based railway interlocking system enables to reduce
Life Cycle Cost (LCC) and improve the safety.

26
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